Abstract Boolean functions with high nonlinearity, high resiliency and strict avalanche criterion (SAC) play an important role in the designs of conventional cryptographic systems. In this paper, a method is proposed to construct resilient Boolean functions on n variables (n even) satisfying SAC with nonlinearity > 2 n−1 − 2 n/2 . A large class of cryptographic Boolean functions that were not known earlier were obtained.
Preliminaries and introduction
Boolean functions possessing multiple cryptographic criteria play an important role in the design of symmetric cryptosystems [1] [2] [3] [4] . The following criteria for cryptographic Boolean functions are often considered: high nonlinearity, reasonable resiliency and strict avalanche criterion (SAC). The tradeoffs among these criteria are difficult problems and have received lots of attention [5, 6] . To the best of our knowledge, the nonlinearity of the known constructed resilient Boolean functions satisfying SAC are not more than 2 n−1 − 2 n/2 [7] [8] [9] [10] . In this paper, we present a method to obtain resilient Boolean functions on n variables (n even) satisfying SAC with nonlinearity > 2 n−1 − 2 n/2 .
Let B n denote the set of Boolean functions of n variables. A Boolean function f (X n ) ∈ B n is a function from F n 2 to F 2 , where X n = (x 1 , . . . , x n ) ∈ F n 2 and F n 2 is the vector space of tuples of elements from F 2 . f (X n ) is generally represented by its algebraic normal form (ANF):
where 
The Walsh spectrum of f ∈ B n at point ω is denoted by W f (ω) and calculated by
f ∈ B n is said to be balanced if its output column in the truth table contains equal number of 0's and 1's (i.e. W f (0) = 0). In [11] , a spectral characterization of resilient functions was presented.
Lemma 1.
An n-variable Boolean function is m-resilient if and only if its Walsh transform satisfies
According the lemma above, an affine function ω ·X n + is an m-resilient function if m+1 wt(ω) n. In term of Walsh spectra, the nonlinearity of f ∈ B n is given by [12] 
The autocorrelation function of f ∈ B n is defined by
The SAC was introduced by Webster and Tavares [13] . f satisfies SAC if C f (α) = 0, for wt(α) = 1.
Main construction
In this section, we propose a method to produce highly nonlinear resilient Boolean functions satisfying SAC. The main idea is to concatenate the truth tables of two sets of m-resilient linear (affine) functions which are defined on F n/2 2 and F k 2 , k < n/2, respectively. Construction 1.
Let n 10 be even, and let m be a nonnegative integer such that there exists an integer k with
be an injective mapping such that
| m < wt(b) < n/2 − m}, and φ : S → S be a bijective mapping satisfying
Then for x, y ∈ F n/2 2 , and
and Theorem 1. Let f ∈ B n be given by Construction 1. Then following statements are true:
For α, β ∈ F n/2 2 , and
where
Obviously, Γ 1 , Γ 2 , and Γ 3 are sets of disjoint spectra functions. So we have
Thanks to the Lemma, for any b ∈ F n/2
Next we prove that f satisfies SAC. We have
When wt(β, α) = 1, to obtain C f (β, α), there are two cases to be considered: Case 1. wt(β) = 0 and wt(α) = 1. We have 
2) Let
Thus
Similar to the derivation in 3), we have
Note that
2 . We have
Hence, f satisfies SAC.
In Table 1 , we give a list of resilient Boolean functions satisfying SAC with currently best known nonlinearity. 
Improved version
We can further improve the method described in Construction 1 by decomposing the total variable space so that more subfunctions that are affine resilient can be found through an elaborate design method. 
where a s ∈ {0, 1} and
and φ be a bijective mapping from S to S satisfying φ(y) = φ(y) for wt(y) = m + 1. Then we construct the function f ∈ B n as follows:
Similarly for the proof of Theorem 1, we can verify that the following result is also true. Table 2 , we provide some concrete examples of cases where the nonlinearity obtained by Construction 2 is better than that obtained by Construction 1.
Conclusion
In this paper we present a method to construct resilient Boolean functions satisfying SAC with nonlinearity > 2 n−1 − 2 n/2 (n even). These functions we constructed are useful to design hash functions, 
